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“Interoperability is the ability to act together 

coherently, e昀昀ec琀椀vely and e昀케ciently to achieve 

Allied objec琀椀ves”

Illustra琀椀on: acquisi琀椀ontalk.com
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Domain A Domain B

Seamless resource sharing
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Domain A Domain B

Seamless resource sharing

No unauthorized use 

or access
Illustra琀椀ons: freepik.com
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Going Beyond Perimeter Security

Tradi琀椀onal Perimeter Security

Illustra琀椀on: compact.nl
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Defense-in-depth

Intrusion Detec琀椀on / 

Preven琀椀on



November 2023 // Rennes, France // C&ESAR by DGA

Going Beyond Perimeter Security

Tradi琀椀onal Perimeter Security

Illustra琀椀on: compact.nl

9

Defense-in-depth

Intrusion Detec琀椀on / 

Preven琀椀on

Perimeter Security Flaws

Insider Threats

Source: Verizon
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Defense-in-depth

Intrusion Detec琀椀on / 

Preven琀椀on

Perimeter Security Flaws

Insider Threats

Source: Verizon

Lateral Movement

Source: Microso昀琀
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“Never trust, always verify”

NIST Special Publica琀椀on 800-207 “Zero Trust Architecture”
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Zero Trust
“Never trust, always verify”

NIST Special Publica琀椀on 800-207 “Zero Trust Architecture”

Cybersecurity & Infrastructure Security Agency
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So昀琀ware-De昀椀ned Perimeters

Cloud Security Alliance - So昀琀ware-De昀椀ned Perimeter (SDP) 

Speci昀椀ca琀椀on v2.0
NIST SP 800-207: Device Agent/Gateway Model

Ini琀椀a琀椀ng Host

Accep琀椀ng Host
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Domain A Domain B

Zero Trust Resource Access

Illustra琀椀ons: freepik.com
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Domain A Domain B

Illustra琀椀ons: freepik.com

RequestorIdP

CDM

IdP: Iden琀椀ty Provider

CDM: Con琀椀nuous Diagnos琀椀cs & Mi琀椀ga琀椀on

Resource

PEP / PDP

PEP/PDP: Policy Enforcement / Decision Point

Zero Trust Access ?

Component of BComponent of A

Legend:
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Related Work

K. Olson and E. Keller, “Federa琀椀ng trust,” in Proceedings of the SIGCOMM '21 Poster and Demo Sessions. ACM, aug 2021.
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Three di昀昀erent possibili琀椀es:

1) Implicit Trust

2) Device Agent

3) Trusted Third-Party / Hierarchy
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Implicit Trust solu琀椀on

Not zero trust
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Device Agent solu琀椀on

A device agent is installed on 

every device of domain A.
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Requestor

IdP CDM

Resource

PEP / PDP

Component of BComponent of A

Legend:
Device Agent solu琀椀on

A device agent is installed on 

every device of domain A.

Zero Trust, but very intrusive
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Legend:
Trusted Third-Party solu琀椀on

Trusted component
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Requestor
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Legend:
Trusted Third-Party solu琀椀on

Trusted component
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Domain A Domain B

Illustra琀椀ons: freepik.com

RequestorIdP

CDM

IdP: Iden琀椀ty Provider

CDM: Con琀椀nuous Diagnos琀椀cs & Mi琀椀ga琀椀on

Resource

PEP / PDP

PEP/PDP: Policy Enforcement / Decision Point

Component of BComponent of A

Legend:

A琀琀ester Veri昀椀er

Remote a琀琀esta琀椀on

Only one for the 

whole domain



November 2023 // Rennes, France // C&ESAR by DGA
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IETF WG RATS
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   User pla琀昀orm

Applica琀椀on 

Enclave
Applica琀椀on

Quo琀椀ng Enclave

Remote

Challenger

Veri昀椀er

Source: Intel SGX

Applica琀椀on

TPM

User pla琀昀orm
Remote

Veri昀椀er

Source: IETF Charra POC
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Root of Trust

Ini琀椀al trust between domains:

• Cer琀椀昀椀ca琀椀on of remote a琀琀esta琀椀on components
• Onboarding (shared secrets)
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RequestorIdP

CDM

Resource

PEP / PDP

Component of BComponent of A

Legend:

A琀琀ester Veri昀椀er

Remote a琀琀esta琀椀on

Out-of-band Ini琀椀al 

Secret Sharing

Cer琀椀昀椀ca琀椀on

Illustra琀椀ons: freepik.com
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Zero Trust Architecture

So昀琀ware-De昀椀ned Perimeter

Iden琀椀ty Provider Remote A琀琀esta琀椀on

IETF Charra
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Contribu琀椀ons

Zero Trust Federa琀椀on based on remote a琀琀esta琀椀on

36

Requestor
IdP

CDM

Resource

PEP / PDP

A琀琀ester Veri昀椀er

Remote a琀琀esta琀椀on



November 2023 // Rennes, France // C&ESAR by DGA

Contribu琀椀ons
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