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A Need for Interoperability @ fitieee (L

Federated
Mission
Networking

Illustration: acquisitiontalk.com

“Interoperability is the ability to act together
coherently, effectively and efficiently to achieve
Allied objectives”
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A Need for Interoperability

Domain A Domain B

Seamless resource sharing

Illustrations: freepik.com
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Domain B

Domain A

Seamless resource sharing

No unauthorized use or access

Illustrations: freepik.com
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Domain B

Domain A

Seamless resource sharing

No unauthorized use or access

Illustrations: freepik.com

Zero Trust
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Illustration: compact.nl

Dats cesies
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Traditional Perimeter Security
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Intrusion Detection / *llustration: compact.nl
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 Defense-in-depth
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Traditional Perimeter Security
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Illustration: compact.nl Ze ro Trust

“Never trust, always verify”
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NIST SP 800-207: Device Agent/Gateway Model
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Problem Statement

Domain A Domain B

Zero Trust

Illustrations: freepik.com

Zero Trust

i Zero Trust Resource Access
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Problem Statement DGA

IdP: Identity Provider PEP/PDP: Policy Enforcement / Decision Point
CDM: Continuous Diagnostics & Mitigation
Domain A Domain B
Requestor . Resource
. Zero Trust Access ?
ie 2 O —
PEP / PDP

Illustrations: freepik.com

Legend:

Component of A | Component of B
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K. Olson and E. Keller, “Federating trust,” in Proceedings of the SIGCOMM '21 Poster and Demo Sessions. ACM, aug 2021.

Three different possibilities:
1) Implicit Trust
2) Device Agent
3) Trusted Third-Party / Hierarchy
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K. Olson and E. Keller, “Federating trust,” in Proceedings of the SIGCOMM '21 Poster and Demo Sessions. ACM, aug 2021.

Three different possibilities:
1) Implicit Trust
2) Device Agent
3) Trusted Third-Party / Hierarchy

Requestor

/( 1 Resource

N
/"

Illustrations: freepik.com

Implicit Trust solution

Legend:

Component of A | Component of B
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K. Olson and E. Keller, “Federating trust,” in Proceedings of the SIGCOMM '21 Poster and Demo Sessions. ACM, aug 2021.

Three different possibilities:
1) Implicit Trust Not zero trust
2) Device Agent
3) Trusted Third-Party / Hierarchy

Requestor

/( ' Resource

N
/"

Illustrations: freepik.com

Implicit Trust solution

Legend:

Component of A | Component of B
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K. Olson and E. Keller, “Federating trust,” in Proceedings of the SIGCOMM '21 Poster and Demo Sessions. ACM, aug 2021.

Three different possibilities:
1) Implicit Trust
2) Device Agent
3) Trusted Third-Party / Hierarchy

CDMQEL

Resource

Requestor

']

A device agent is installed on
every device of domain A.

PEP / PDP

Device Agent solution
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K. Olson and E. Keller, “Federating trust,” in Proceedings of the SIGCOMM '21 Poster and Demo Sessions. ACM, aug 2021.

Three different possibilities:
1) Implicit Trust
2) Device Agent
3) Trusted Third-Party / Hierarchy

Zero Trust, but very intrusive

CDMQEL

Resource

Requestor

']

A device agent is installed on
every device of domain A.

PEP / PDP

Device Agent solution

Illustrations: freepik.com

Legend:

Component of A | Component of B
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Three different possibilities:
1) Implicit Trust
2) Device Agent
3) Trusted Third-Party / Hierarchy

Requestor

ie

Resource

Illustrations: freepik.com

Trusted Third-Party solution
Legend:

Component of A | Component of B

Trusted component
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K. Olson and E. Keller, “Federating trust,” in Proceedings of the SIGCOMM '21 Poster and Demo Sessions. ACM, aug 2021.

Three different possibilities:
1) Implicit Trust
2) Device Agent
3) Trusted Third-Party / Hierarchy

Requestor

ie

Resource

Not zero trust

Illustrations: freepik.com

Trusted Third-Party solution
Legend:

Component of A | Component of B

Trusted component

November 2023 // Rennes, France // C&ESAR by DGA 24



Proposed Zero Trust Federation N W I:?Zq

IdP: Identity Provider PEP/PDP: Policy Enforcement / Decision Point
CDM: Continuous Diagnostics & Mitigation

Domain A Domain B

Only one for the
whole domain

Remote attestation

Attester

Resource

.

Component of A | Component of B

ﬁ Requestor

Pe

PEP / PDP

Legend:

Illustrations: freepik.com
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"Passport” model: "Background check™ model:
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Remote Attestation
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Initial trust between domains:

* Certification of remote attestation components
* Onboarding (shared secrets)

Remote attestation
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Proof of Concept
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Proof of Concept
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Contributions

Remote attestation

Requestor Resource

\“

Zero Trust Federation based on remote attestation
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Illustrations: freepik.com
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