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              The four pillars of IoE 
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 Di昀昀erent devices, processes, and things are connected 

 Increased a琀琀ack surface

 Interoperability 

 Issues of increased Cyber-Physical risks

 Di昀케cul琀椀es in iden琀椀fying and responding to threats  

 Legacy Systems Vulnerabili琀椀es



Challenges of AC in Dynamic Environments
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 Naviga琀椀ng access in a network of devices and data

  Adap琀椀ng to the fast dynamics of IoE ecosystems 

  Achieving robust access management with the growing number of connected devices

Answer: Dynamic Access Control:
 Factor-in user/device iden琀椀ty, situa琀椀onal context, trust levels, and real-琀椀me security 

threat status

 Adapt and modify access decisions in response to changing condi琀椀ons

 De昀椀ne a granular level of control compared to tradi琀椀onal methods



Traditional AC Models in IoE
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 Tradi琀椀onal Access Control Models and their limita琀椀ons

Model Descrip琀椀on Limita琀椀ons

Discre琀椀onary Access Control 
(DAC)

Users determine access rights for owned 
objects

Lacks granularity and not suitable 
for complex systems

Mandatory Access Control 
(MAC)

Assigns labels to users and objects to 
determine access rights

Lacks 昀氀exibility, unsuitable for 
dynamic systems

Role-Based Access Control 
(RBAC)

Assigns roles to users; 
Access is granted based on roles

Can become complex and di昀케cult 
to manage in larger systems



Dynamic Access Control applied to IoE
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 Development of new access control models that are more 昀氀exible 
and context-aware

 Access Control models for IoE, in general, have to:

• Be scalable

• Be easily managed due to the pervasive number of IoT devices,  

processes, and users that are involved in authoriza琀椀on ac琀椀vi琀椀es 

• Support advanced features (e.g. access rights delega琀椀on, auditability)

• Be 昀氀exible to adapt to di昀昀erent contexts and needs



Dynamic Access Control applied to IoE
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Access Control Model Descrip琀椀on

A琀琀ribute-Based Access Control 
(ABAC)

Uses a琀琀ributes for access
Suitable for collabora琀椀ons

Risk-based Access Control
Adjusts privileges based on context and system data
Precise access control

Trust-based Access Control
Considers trust levels for user and resource access
Based on reputa琀椀on and behavior

Usage-based Access Control 
(UCON)

Manages access in distributed environments with obliga琀椀ons condi琀椀ons, 
and a琀琀ribute support

Context-aware Access Control
Gathers and adapts to context changes for a personalized user 
experience



Dynamic Access Control applied to IoE
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Criteria ABAC UCON Context-Aware Trust-Based Risk-Based

Fine-grained control ✓ ✓ ✓ ✓ ✓

Adaptability and 昀氀exibility ✓ ✓ ✓ ✓ ✓

Ease of implementa琀椀on ✓ ✓ ✓

Complex policy de昀椀ni琀椀on ✓ ✓

Prede昀椀ned levels or thresholds ✓ ✓

Addi琀椀onal infrastructure required ✓



New AC model based on Device Fingerprint
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Access Control Steps



Device Fingerprinting in IoE Environments
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• Device 昀椀ngerprin琀椀ng is a security mechanism that involves the  
iden琀椀昀椀ca琀椀on of electronic devices based on unique and dis琀椀nc琀椀ve  
characteris琀椀cs in their signals or communica琀椀on pa琀琀erns

Each IoT device needs a unique iden琀椀ty for authen琀椀ca琀椀on
Dis琀椀nc琀椀ve physical traits serve as unique 昀椀ngerprints for device  

iden琀椀昀椀ca琀椀on
Establishing trust throughout the device lifecycle



Device Fingerprinting in IoE Environments
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• Unique Iden琀椀昀椀ca琀椀on and Forging Preven琀椀on:

 Combina琀椀on of browser data, IP addresses, and hardware details

• Enhanced Authen琀椀ca琀椀on:

Strengthening of user veri昀椀ca琀椀on & minimizing the risk of unauthorized access

• Real-琀椀me Threat Detec琀椀on:

Enabling prompt iden琀椀昀椀ca琀椀on of anomalies  early interven琀椀on against poten琀椀al 
threats

• Safeguarding Against Threats:

 Protects against eavesdropping and resource consump琀椀on

 Guards against Sibyl a琀琀acks and Masquerade a琀琀acks



Device Fingerprint Generation Steps
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Device Fingerprinting in IoE 
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 The features must sa琀椀sfy certain proper琀椀es at the physical layer for 
iden琀椀昀椀ca琀椀on purposes:

1. Universality: Every device in the considered device space must have the same 
features

2. Uniqueness: No two devices can have iden琀椀cal 昀椀ngerprints

3. Permanence: The 昀椀ngerprints must remain consistent over 琀椀me to uniquely 
iden琀椀fy a device

4. Easy to collect: The iden琀椀昀椀ca琀椀on signals must be easily obtainable with 
available equipment



Device Fingerprinting in IoE
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Study Methodology Devices Inves琀椀gated Environment
Classi昀椀ca琀椀on 
Accuracy

Peng et al
ACTF for feature extrac琀椀on, 2D-
CNN for classi昀椀ca琀椀on

24 op琀椀cal 昀椀ber Ethernet devices 
from 4 manufacturers

Indoor 96.29%

Elmaghbub 
et al

CNN for 昀椀ngerprint extrac琀椀on 25 di昀昀erent LoRa devices
Indoor and 
Outdoor

Indoors: 69-
82%, Outdoors: 
34-54%

Jian et al
Analysis of 400 GB signal traces 
from 10,000 radio transmi琀琀ers

Radio transmi琀琀ers under di昀昀erent 
environmental scenarios

Various Not speci昀椀ed

Ren et al
Use of 12 ZigBee devices and one 
USRP receiver

Not speci昀椀ed Not speci昀椀ed Not speci昀椀ed



Enhancing Access Control using Device Fingerprinting (1)
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• Unique User and Device Iden琀椀昀椀ca琀椀on:

  Device-speci昀椀c 昀椀ngerprints prevent replica琀椀on
  Mul琀椀-point veri昀椀ca琀椀on system makes spoo昀椀ng di昀케cult

• Intrinsic Device Proper琀椀es and Communica琀椀on Behavior:

 Fingerprints based on intrinsic proper琀椀es
 Harder to forge or manipulate
 Only trusted devices access the network
 Signi昀椀cantly reduces the risk of unauthorized access and security breaches



Enhancing Access Control using Device Fingerprinting (2)
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• Granular Access Control Policies: 

 Allows granular access control policies
 Implementa琀椀on based on user iden琀椀ty and device characteris琀椀cs
 Ensures that only authorized devices access sensi琀椀ve resources

• Enhanced Security Posture:

 Robust defense against MITM a琀琀acks and unauthorized intrusions
 Strong protec琀椀on against object emula琀椀on a琀琀acks
 Combines 昀椀ngerprin琀椀ng with encryp琀椀on and intrusion detec琀椀on



Integrating Device Fingerprints in AC Systems
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•  Key Considera琀椀ons: 

  Usability: Balance complexity for e昀昀ec琀椀ve use
  Performance: Ensure speed without compromising security
  Accuracy: Mi琀椀gate false posi琀椀ves/nega琀椀ves for reliability
  Heterogeneity: Adapt to diverse devices in real-琀椀me



Integrating Device Fingerprints in AC Systems
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•  Trade-o昀昀s in DF Integra琀椀on: Balancing Act

   Cost: Manage expenses for sustainable implementa琀椀on at scale
   Privacy: Safeguard sensi琀椀ve data with encryp琀椀on and user 

consent

 Strive for a secure AC system without sacri昀椀cing usability and 
privacy



Conclusion: Comprehensive Insights on DF-based AC
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• Comprehensive overview of device 昀椀ngerprint iden琀椀昀椀ca琀椀on in IoE 
environments

• Relevance: Highligh琀椀ng its poten琀椀al to enhance security of AC systems in IoE

• Limita琀椀ons: Factors a昀昀ec琀椀ng accuracy like environment, device popula琀椀on, 
and iden琀椀昀椀ca琀椀on method

• Recommenda琀椀ons: Addressing limita琀椀ons in design and implementa琀椀on

• Future Research: E昀昀ec琀椀vely tackling the six challenges iden琀椀昀椀ed in this study 
and inves琀椀gate new implementa琀椀on and architectural approaches of 
昀椀ngerprint iden琀椀昀椀ca琀椀on in Access Control systems, ensuring heightened 
security and reliability in IoE environments
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Merci pour votre attention !
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